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@ "= NIST Ale|HHELE =A< =(CSF) 2.0 2 NIST SP 800-53 Rev.5

- NIST CSF 2.02024.2.26. 7hH)S AHAR-F7A-ES o2, Alo|y

Hol &g A Mo|F7|E AASS =4 5 T LY IY

- 5 ZHEYH= AEH/HIDRA) ¥ ©X-ZYHZH(DE.CM) HF=
A4 HFAHY Ted AEHSS A 842 FASIH, ol&
TdslE &4 7122 NIST SP 800-53 Rev.5+ I&E HZZE
(CA-8) & FHFH 2MNYRAD)S 5Y FAITEHOR o733}

- NIST AA= #HAAASMS-P) ATt == 24 + gle 71«4
Aokdel AWAZS A3 A4 dE Y Ao AP /1EF
AAE M A FEo2 YT 9. o= B Agte] Feky
N9 BYs A o HY A=Y

& HE (3 St=0] HA
“Riate| FAMEZ AH - ZHEB
“Vulnerabilites in assets are|7|23ICL" — Z2|MA MF &

ID.RA-01 (2|, . . L EHb=s

s mo)) identified, validated, and | olOto 2= EXZES5IH, XAHH

=< recorded.” FAME 72X Loz AN

2ol - AESIEE 27
e - F U - UMTISY - F
“Threats, vulnerabilities, | _ o
. 2 2&Est0{ WAA - EE AL
likelihoods, and impacts are used _ o _
. OltHECQCH ?|elg ufetstn <

ID.RA-05 (2| [to understand inherent and e
51 w7 dual b K g e FM=E ZHseoh” —

o Hy residual cybersecurity risk an _

o yRerseetty Jlex ForE ololE glol=
inform risk response ARl o5 SMAe HEO|
rioritization.” _

P 2158 A
‘AFE SIE/O - AZES|0]
“Computin hardware and | &3 =4 3 H[O[HE EUH

DE.CM-09 (E! Peng | = T e

x| - @ U e software, runtime environments, | @35t0{ ZHX|X O0|A O|HIEE

2)) and their data are monitored to | EtX|SICE" — A|AE ERRo] Al

< find potentially adverse events. | A|Z}- A& MHAS 975D, 2
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[SP 800-53 Rev.5] “
[SP 800-53 Rev.5] “Employ an| 5§ E|AE ZHEEX} L
independent penetration agent or | X|0| &&k F7|of
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CA-8 (&5 |penetration team to perform
HAE) penetration  testihg on the
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system or system components at
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[organization-defined frequencyl.”

e

[SP 800-53 Rev.5] “Monitor and | [SP 800-53 Rev.5] “=%l0| X5t
scan for vulnerabilities in the | F7|o w2}, 2|1 ME2 F
system and hosted applications | 20| Algd . HE M A|AH

RA-5 (F <A | [at organization-defined | & SAE OfZEz|7|0|Me| F ok

B frequency] and when new|AES ZLIE{ESID AZHSHCLS
vulnerabilities potentially affecting | — & 7|A0|1 FNMEAQl 7=
the system are identified and | EZS 2|Fststo] Z2|AMAH A
reported.” Aol ol FEE EE

@ EU NIS2 A& (2022/2555/EU)
- EU NIS2 A % (Directive 2022/2555/EU)< FRHA3 AU 2471
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Art. 21(1) (2] | “Member States shall ensure that
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essential and |mportant entities
take appropriate and
proportionate technical,
operational and  organisational
measures to manage the risks
posed to the security of network
and information systems which
those entites use for the
provision of their services or for
the carrying out of their
activities.”

sl WAIRo=

Art.

21(2)(e)

2|

“The measures referred to in
paragraph 1 shall be based on
an all-hazards approach that
aims to protect network and
information systems and the
physical environment of those
systems from incidents, and shall
include at least the following: [...]
(e) security in network and
information systems acquisition,
development and maintenance,
including  vulnerability  handling
and disclosure;”
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21(2)(f)
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“The measures referred to in
paragraph 1 shall [..] include at
least the following: [..] (f)
policies and procedures to
assess the effectiveness of
cybersecurity risk-management
measures;”
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“For the purposes of paragraph
1, competent authorities shall
have the power at least to: (a)
conduct on-site inspections and
off-site  supervision, including
random checks carried out by
trained professionals;”
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“(d) BN - HIAPEA - ™5t
(d) to carry out security scans =oisl olsl mWIb J|=of wat
based on objective, ol AZHS AlA[stD, o
non-discriminatory, fair and oo -
At 322)(d) Y A2 siTt 7l gasto Sa
transparent risk assessment | _ j
(EoF AZH) . .| sh= 24" - ot AFH(security
criteria, where necessary in \S 7= actom wix|shel
cooperation  with the entity | o = B Te=—= = =to
concerned:* o] M AlAL 2 7[=& AAL A
o

“Where targeted security audits O = M2g (dof mat Al =
are ordered in accordance with | &F A BHE B2, 22 g
At 32(8) (7] paragraph 2, point (d), of this 30|_01|9|’31 AP_Z‘JOH o2l =2l
= 2tAl |2 Article, the costs shall be borne | Z&5tA| 2= st 1 H|E2 ol
e by the entity, unless the| &t 7|gl0|] FEIsICL —» 7|=H
e competent  authority  decides | HOl ZIAIE FEIX o=z stz
otherwise in exceptional | 511 H|E =t 2&I7IX| HA|sH
circumstances.” o=Mm ASA che

® =4 =§ EQ ¥ZF PCI DSS v4.0.1

- PCI DSS(Payment Card Industry Data Security Standard)™ 7}EA}
(Visa-Mastercard-AMEX %)7} &% A ™3 PCI SSC7} #&]|sh+=
A 56 HeP BFC®, 7IE HoHE AY-ERg-AFses EE
AFAAH®E 2AALE71E Z3) A A&

- NzE R HES|He] Heke AYFHOE HAEAZT AL )Rs

stH, A4S ztE ¥ (Qualified Personnel)el] &3+ & HXE.

- PCI DSS+= AHAES zk&E "o o3 7|&4 2793 IF HE
2 A7) RE=E B33y, da EA4-QE R AAte)l H3ks] RS}
3 YL ol FHoPH HAUo|lgl= AHA Q1HS AlAL ARl A=A
o Z HYst= HE A Wty FU3 A4 sEY

2 EENCE) g0 B

Req.  11.3.1| “Internal vulnerability scans are | ‘LHS 2 P
(LHE |k | performed as follows: - At least | 0| $&sic}: - |4 3J7i&oict




once every three months. - |15 0|4At - 198 I Alztst
High-risk and critical | x|okx(@AIE 631 7|F)S
vulnerabilities (per Requirement | sy asic) - Azie xjzHe Ztx
6.3.f1) arc(ej rbesolve:j.];. d Scans arc]e olzio| ~sysiCh - o3 - Al
performed by qualified personnel. | 0\ o oo L sioje o5

= i = of N
- Rescans are performed that 29‘1:‘:: °ﬂ %' EXHI: H
confirm all high-risk and critical | == &AIEEL" = F7[X 7]
vulnerabilities have been | =& &I XA 1Y 2748 =5
resolved.” Alofl HA|
A penetration testing | “x1= glaAe gmiz=s o
methodology is defined, DA} - O|8sln, Clee st
documented, and implemented | _ s o e T
by the entity, and iniludes- e e I

’ " FAI(O|-

Industry-accepted penetration HI~E SAO: NIST
testing approaches (e.g., NIST SP800-115)

SP800-115). - Coverage for the
entire CDE perimeter and critical
systems. - Testing from both
inside and outside the network.
- Network-layer  penetration
tests that encompass  all
components that support
network functions as well as
operating systems.”
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“External penetration testing is
performed: - At least once
every 12 months. - After any
significant infrastructure or
application upgrade or change. -
By a qualified internal resource
or qualified external third party.
- Organizational independence of
the tester exists.”
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vulnerabilities  and
security weaknesses found
during penetration testing are
corrected as follows: - In
accordance with the entity’s
assessment of the risk posed by
the security issue as defined in
Requirement 6.3.1. - Penetration
testing is repeated to verify the
corrections.”
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